TRRRARAS SRR 7 1%

http_req_cnt : HTTP 1% R it £ 2%

103K T ULEC ST entry (1), M—D% P 52 20 HTTP G R I HiE . B M K2
BRI AR

http_req_rate(10s):
ZEANZHOLF T A 1P HbEAERIT 10 NI HTTP iERE R . FEHH T 7 BEME

conn_rate(10s):
FoRBEAS 1P HiEAE IR 10 B0 N R L EE . XM EE I A R E I accepted [ HE
o, papt 2N EINSE FEHT 4 E0E

conn_cnt : Connection 11& %%
oSk T ULEL Y HT entry (1), MN—% P om b B FE R 40 B . XD HEIFAER
E Y accepted MEEEE, Haimt W BIMEE

conn_cur

TR 1P LR S AT C A I EREE GEl 3 IET) - EEMT 4 BRE

sess_cnt : Session 1T %%

itk T UCHE 2450 entry F), M — N2 P i AL B2 U B B session HIZEXT Eim . R )E T
keepalived, NI session FliE RECAIH .

— session {8112 — N W layer 4 FUNFE 52 1) connection.

sess_rate() : session IEREANZ (takes 12 bytes).
TXAME GE i e I () P (2R 9 R ) iR 1) session BRI .
XANBUE AT DL ACL DTS —LE kI,

http_err_cnt : HTTP 45i% T 5 8%
B3k T ULERIX A entry B HTTP 5 iR 40X EE, 3 JoRr) . Bl T (1978 SR 4k 46 48 (1) 5%
FHEE TS SRE R 4xx B iR

http_err_rate() : HTTP [{Ji& R A 1241 % (takes 12 bytes).
EAMAGTHE I [ YE A (AP 8 A7) ILAC Y entry P2 AR 1 HTTP B iR B

bytes_in_cnt : —NULAD entry % 7 it KA IR 55 28 H) 7 8o
Headers tHEL & 7EGu it b, % H T F 8k video AR 55 2% IR il _b A& ST

bytes_in_rate() : W EF= 5 5% 1T 425 (takes 12 bytes).
XAME e vt-F6 5 B (8] ] P (R0 o B ) USRI B S B R . 8 Tk B AR
R EERZ N

bytes_out_cnt : IR 5528 & A2 P v 1Y 7 48
Headers W &1EG 1, % H TR IbHL 28 A€ .



bytes_out_rate() : &% 7T A 11 £ 4% (takes 12 bytes).
XAME e vt-F6 5 B (8]0 ] Y (R0 o B IR 25 48 I 45 7% 7 i IR 7 1 B i i e . s T
Btk P FERRRZ WA

gpco
ERTHEEY, FIEm-E, EERH TS acl B & R E

BRI SEREY

BEXT IR R AL HA ip
ARG 7 20, Wl C&aemk 3 R T5, KIAM http i6 KRECE
frontend main

bind *:5000

stick-table type ip size 100k expire 24h store http_req_cnt

http-request track-scO src

http-request deny deny_status 429 if { sc_http_req_cnt(0) gt 1 }

PREIEERIEAIE RN

BEXT IR R AL HA ip
ARG 7 20, Wl Caem 3 B TE, KIEW http iE KECE
frontend main
bind *:5000
stick-table type ip size 100k expire 24h store http_req_rate(10s)
http-request track-scO src
http-request deny deny_status 429 if { sc_http_req_rate(0) gt 1 }

PRAHIERE ip RYRER A
HAProxy 2.7 UL b A S R ILTRE

frontend myfrontend
mode http
bind :80
filter bwlim-out mylimit default-limit 625000 default-period 1s

frontend myfrontend
mode http
bind :80
filter bwlim-out mylimit default-limit 625000 default-period 1s
http-response set-bandwidth-limit mylimit

frontend

myfrontend

mode http

bind :80

filter bwlim-in mylimit default-limit 625000 default-period 1s



frontend
myfrontend
mode http
bind :80
filter bwlim-in mylimit default-limit 625000 default-period 1s
http-request set-bandwidth-limit mylimit

peers mypeers
peer hapee 127.0.0.1:10000
table downloadrate type integer size 1m expire 3600s store bytes_out_rate(1s)
table uploadrate type integer size 1m expire 3600s store bytes_in_rate(1s)

frontend fe_main
bind :80
filter bwlim-out mydownloadlimit limit 625000 key src table mypeers/downloadrate
filter bwlim-in myuploadlimit limit 625000 key src table mypeers/uploadrate
http-response set-bandwidth-limit mydownloadlimit
http-request set-bandwidth-limit myuploadlimit

backend webservers
server web1 192.168.56.6:80 check maxconn 30
server web2 192.168.56.7:80 check maxconn 30
filter bwlim-out mydownloadlimit limit 625000 key be_id table mypeers/downloadrate
filter bwlim-in myuploadlimit limit 625000 key be_id table mypeers/uploadrate
http-response set-bandwidth-limit mydownloadlimit
http-request set-bandwidth-limit myuploadlimit

}SE URL BRi%

1. BIEESCAE: rates.map, FHEEINAIT1E:
Jurla 10

Jurlb 20

Jurlc 30

2. T frontend Bt & PAELFE stick-table Al http-request track 84, W FFrR:
frontend website

bind :80

stick-table type binary len 20 size 100k expire 10s store http_req_rate(10s)

http-request track-scO base32+src

http-request set-var(req.rate_limit) path,map_beg(/rates.map,20)

http-request set-var(req.request_rate) base32+src,table_http_req_rate()

acl rate_abuse var(req.rate_limit),sub(reg.request_rate) It 0

http-request deny deny_status 429 if rate_abuse

default_backend servers



BT iERS LRI
1HXR7~%: http://yourwebsite.com/api/vl/does_a_thing?token=abcd1234
frontend website
bind :80
stick-table type string size 100k expire 24h store http_req_rate(24h)
acl has_token url_param(token) -m found
acl exceeds_limit url_param(token),table_http_req_rate() gt 1000
http-request track-scO url_param(token) unless exceeds_limit
http-request deny deny_status 429 if lhas_token or exceeds_limit

YES

1: @i observe ISEISER

#http T KRB R IEUEIE £ /D IRJE B3N N2, JREESERINZ DR D) f5 B B 4RSS 4%
backend myservice

default-server maxconn 30 check observe layer7 error-limit 50 on-error mark-down inter 1s
rise 30 slowstart 20s

# maxconn J& fx KIEREL, AT LAPT Ik ddos Bili, error-limit 45 1% http 15 RIXEL, rise &
E AR R B IR BUE LIRS 2%, slowstart 218850, EHG i 18] P I T K B i =

server s1 192.168.0.10:80

server s2 192.168.0.11:80

2: 18T stick-table F¥i5kR
# TN 10S N HTTP Sxx 4 H s & b sid R 8 LUK it 50%, TFE 445015 3R

backend myservice
HIE L — M REER, AETE SRR . grpc0 1H3L. grpc0 THEEZR . grpel 114k
stick-table type string size 1 expire 30s store http_req_rate(10s),gpc0,gpc0_rate(10s),gpcl

# Is the circuit open (no traffic can flow)?
acl circuit_open be_name,table_gpcl gt 0

# Reject request if circuit is open
http-request deny deny_status 503 if circuit_open

# Begin tracking requests
http-request track-scO be_name

# Count HTTP 5xx server errors
http-response sc-inc-gpc0(0) if { status ge 500 }

# Store the HTTP request rate and error rate in variables
http-response set-var(res.req_rate) sc_http_req_rate(0)
http-response set-var(res.err_rate) sc_gpc0_rate(0)



# Check if error rate is greater than 50% using some math
http-response sc-inc-gpc1(0) if { int(100),mul(res.err_rate),div(res.req_rate) gt 50 }

server s1 192.168.0.10:80 check
server s2 192.168.0.11:80 check

gk RIA
frontend website
maxconn 20000
bind :80
default_backend web_servers

frontend database
maxconn 20000
bind :3306
default_backend database_servers

frontend api
maxconn 20000
bind :8080
default_backend api_servers

backend web_servers
balance roundrobin
default-server maxconn 30
server s1 192.168.0.10:80
server s2 192.168.0.11:80
server s3 192.168.0.12:80

backend web_servers
balance roundrobin
timeout queue 30s
server s1 192.168.0.10:80 maxconn 30
server s2 192.168.0.11:80 maxconn 40
server s3 192.168.0.12:80 maxconn 50

#HREEM LR, BB MUERBE, RS st, SHHES R E ST E
backend web_servers

balance roundrobin

acl is_checkout path_beg /checkout/



http-request set-priority-class int(1) if is_checkout
http-request set-priority-class int(2) if lis_checkout
timeout queue 30s

server s1 192.168.0.10:80 maxconn 30

server s2 192.168.0.11:80 maxconn 30

server s3 192.168.0.12:80 maxconn 30

$952 1P

frontend main

bind :80

acl block_test src 78.153.0.0/16

http-request tarpit if block_test #FHZETEK, (%7 uisEfr E 2R, 7] LU timeout tarpit
10s 15 & PH ZE ) [A]

http-request tarpit deny_status 429 if block_test

#http-request reject if block_test #4141 H AN & 14T {r] M

#http-request deny if block_test #fE 4431 [F] HTTP 403 Forbidden %t 1%15

--http-request deny 15 1k 13— 20 PEASG BE U 2 B 4E 4895 5K, IR [B] HTTP 403
Forbidden 4§i7%H5

—-http-request reject RAER A KIEAL R . 75O 215 IR0 HTTP T
A R A T AN e )9

--http-request silent-drop SEHENE AR B i R, H ORERIE AT — B ] DU
&P v L

#IE T AR ER B3R S i HTTP 163K, XiE R & LRI &4, A <l an & - uind i o
KM,

KRR IR 2RO T UE B A B 7 P wi il W 75 28 I A BRI
Uit o

TEVER, #ERE T 2 R0 S T 25 A0 P i [A] AR AT A RS B K B B ER, R EATT
WHESREER, mMAME S KT EsE.

--http-request tarpit FHZETESR, 0% 7 om S8 45 B 2 M .

--http-response silent-drop TR AR BRI B, AN R IE LR B i o

--tcp-request connection silent-drop  7E 1% 1 3 1 EFEdE . .

--tcp-request connection reject

#IEQ R TG AT, B IR ) SO PR T A I R . X S8 S RA 2= BREB I HE .
200 B2 7RI SCPHIERE, AN RIRMR L. 7 i R ) D 44 Si 2 &% Y JEL The connection
was reset. ffif] tcp-request content reject Y tcp-request connection reject K% 3 1& F1iE A A8
HERE IR

--tcp-request content reject B 21l J5 R HIER:, (HANE HTTP TR B < Al K IEAE
fApma N, X eI R AT oRER I H &b

--tcp-request content silent-drop B &g G EF I, ANRIETATIHN



